1/21 




3/21 




4/21 




5/21 




6/21 




p 

w 
o 

o 



p 

S3 
M 

P 

a 




i i Pa |£|J§S If 



9/21 




10/21 




11/21 





627 

FIG. 12 



1403- 



1402^ r 



CAA KEYS 



PREE XIST r 14Q7 



TO- 



1409(i; 



EA 
LIST 



1406 



1 1404 



1405 



EA DESCRIPTOR 



MSK 



1 | — — ^V404~ 



IPPV 



: 1333(1) 



1404 1411 



EAD(2) 



- 1 1404 



EH 



yJ 
1333(2) 



EAD(3) 



r 



u^' — I I — I 1333(3) 
1404 m 

FIG A 4 



13/21 



NVA 
STORAGE 
1303 



_EA INF_0J333(n)" 



_EA INFO J 333(1] ~ 



^1 330 



CAA DATA 



CAA KEYS 




DHCT KEYS 



CODE FOR OTHER CA MESSAGES 



ECM CODE 



EA MSK CODE 



EA ADMIN. EMM CODE 



CAA EMM CODE 



3_DES CODE_ 
_RS_A_C0DE _ 
MD5 CODE 



1207 



M308 
^1501 



1 503 — ^ 


CELL STATUS ' 


CELL TYPE 


1505 — 




CELL NAME 


1507— 




NEXT ELEM. 


1509 — 


EA ID 


151 1 — — 




CAA FLAGS 


1513 




FIRST NVSC 


1515 — 




EA MAX 


1517—^ 


DHCT FLAGS 


1519 — l 




STORED CRED. L1M. 


1 521— — 1 


X COORD. 


1523 — i 




Y COORD. 


1525 — 




PIN 


1527- 


EA PUBLIC KEY 




EAD U090) 



FIG. 13 



. EA 

STORAGE 

M331 



i 329 

[ ADMIN. 

! STORAGE 
JM330 
^1325 
1323 

J 321 

.EMM 
CODE 
N313 



ENCRYPTION 
DECRYPTION 
CODE 
1307 



^HEADER 
-1502 



KAA FIELDS 
-1506 



[ EA FIELDS 
516 

,™ FIG - 15 

-1506 



1 603— 

1605- 

1607 — ' 

1 609 — " 
1611^ 

1 615 — 
1617— 

1619— 
1621- 

1 627— 
1 629— 
1 631 — 



1 603— 

■ 1605- 

1607- 

1 609 — 
1611 — 

1 621 - 



14/21 

HEADER 
MSK ID 
EXP. DATE 



NO EXP. DATE 



EVEN MSK 



ODD MSK 



MSK NVSC j60l 



HEADER 



FIRST ENTITLEMENT-ID 



EXP. DATE 



NO EXP. DATE 



BIT MAP 



HEADER 



ENTITLEMENT-ID 



EXP. DATE 



NO EXP. DATE 



1502 



Imsk 

^-1608 
-1502 



ENTITLEMENT BIT MAP NVSC 1613 



1502 
625 



ENTITLEMENT LIST NVSC 1623 



-1502 



[FIG. 16 



HEADER 



MSK ID 



EXP. DATE 



NO EXP. DATE 



EVEN MSK 



ODD MSK 



BIT MAP 



COMBINATION MSK AND BIT MAP 



1635 



1705— 

1 707- 

1709 — 

171 1 — 
1713 — 



HEADER 



FLAGS 



PURCHASE TIME 



EVENT TIME 



COST 



ENTITLEMENT-ID 



EVENT NVSC 



-1502 

-\ 

> EVENT DESCRIPTOR 
v 1703 

FIG. 1 7 



1701 



15/21 

^805 



CA_MESSAG£ 



^GBAM 1801 = 1803+1805 



CA MESSAGE 
TlEADER 



-1003 



A 



803 



-1805 



CA_GBAM_MESSAGE 



GBAM MAC 



MD5 \ 

\ 



ECM MAC INPUT 



GLOBAL_BROADCASLAUTHENTICATED_MESSAGE 



1/2 MSK 



G8AM_HEADER 



-1807 



GLOBAL BROADCAST. DATA 

v 1809 



FIG. 18 



1903--. 


CA SYSTEM ID 


GBAM TAG 


1905- 




EA ID 


1907 — 




MSK PARITY 


1 909 — ^ 


MSK SELECT 


1911 — 




COMMAND CODE 






GBAM HEADER 1807 


1917-v. 


ENTITLEMENT-ID - 


V FLAGS 


1 919 — 




NO. OF MODES 


1921 — 




MODE RIGHT TO COPY 


1923^ 


EARLIEST START 


1925— J 




LATEST END 


1927 — f 




MODE LENGTH 


1 929 — ^ 


MODE COST 



-1901 



-1915 



\ FIG. 19 



PURCHASEABLE ENTITLEMENT DATA jgj^ 



16/21 



2001 



G8AM 
PAYLOAD 



SERVER 
APPLICATION 


APPLICATION DATA + GBAM 


2007— ^ *" 




GBAM 

GBAM 

^1801 1801 


ENTITLEMENT 
AGENT 


"^-2005 



FIG 20 



CLIENT 
APPLICATION 



DHCT SE 



2009 



ACK 
-2011 



627 



r 2201 


CA SYSTEM ID 




CA MESSAGE TAG 




EA ID 




MSK PARITY 




MSK ID 




CW PARITY 


PARITY COUNT 




FREE PREVIEW 




COPY PROT. LEVEL 




BLACKOUT/SPOTLIGHT 


NO. ENTITLEMENT ID's 




ALLOW IPPV. 




CANCEL WINDOW 




TIME STAMP 


CONTROL WORD COUNTER VALUE 




BLACKOUT RADIUS 




X CENTROID 




Y CENTROID 


ENTITLEMENT ID . 


^2245 



-w-2205 
Y MESSAGE ID 



DECRYPTION INFO. 
I209 



LEVENT INFO. 
T227 



I BLACKOUT/ 
[SPOTLIGHT INFO. 
< 2236 

[entitlement 

L ID BIT 
J 2243 



FIG 22 



17/21 




18/21 



AUTHENTICATION 



CODE MESSAGE 



-2309 



2301 



CODE 



11 



-2305 



FIG. 23 



255 



3 
2 
1 

2601 0 



-J I J_ 


L . 




1 
1 


iii r 
i i i 2603^ 

i i i 

I i ! 

- -1 ! -U 


Hi) 

i 
] 
1 

!_ . 




1 




1 


" 1 \ 1 





1 2 3 



FIG. 26 



255 



95--!-!-^- 
94 __4_, u. 

93-lArr- 

92-ifT^H- 
90 ' ; ; I 



2703 



85- y4- 



_[57-3L 1 _| 



83-V^--- T - 

50 5152 53 54 55 56 57 58 59 60 6162 



Ll_ 

i t 



90+3t 

^-^-2705 



-2701 



, , 90-3f 
-^+ 57 , +3 r4 

'^i FIG. 27 



19/21 




20/21 



5L 



O 
« 

y 
o 
« 
a 

o 
m 

m 
o 



2 r\ 



f 



1 
2 



1 



LO| 

5: 



Pi 



is 



= s ^ 

3 3 



ig3 = 



21/21 




FIG. 28 



EMM GENERATOR 
I ROOT CAA PRIVATE KEY 



OPERATOR CAA 
PUBLIC KEYS 



-2904 



2901 
-2905 



DHCT 
CERTIFICATES 
(PUBLIC KEYS) 



2902 



2903 




FIG. 29 



